
Hackers, HIPAA, and 
Headaches 

Security & HIPAA Compliance



Travis is from Florida and attended Randolph College. 
After college, he joined the Marines. He then found his way 
into the medical and dental industry after completing his 
service.  Travis loves educating practices on compliance 
and helping them protect their organization and patients.  

Travis Watson



WHO 
WE 
ARE

Technology Company

Compliance Education & 
Solutions for 
Independent Practices

HIPAA Experts 



Dennis has had an entrepreneurial spirit from a young age: he 
started working on computers with his father when he was 14 
years old, and started his first company when he was 18. He’s 
had 25 years in general IT, and 20+ years of Dental specific IT 
experience. Dennis loves the ever changing landscaping of 
the technology and creating new ways of providing innovative, 
safe, and accessible for clients.

Dennis Krohn Jr.



SD Reliance is a Managed Service 
Provider (MSP) & Outsourced 
Dental Billing company that has 
worked in the dental space for over 
10 years.

SD Reliance



TODAY’S AGENDA

PATH TO COMPLIANCE & SECURITY
Do it right the first time by documenting 
and implementing what you need 

MATCH MADE IN HIPAA HEAVEN
A brief history on Cybersecurity & Compliance

DATA BREACHES
What constitutes a data breach and 
what the common breaches you need 
to be aware of

LEARNING FROM OTHERS MISTAKES
Real-world stories and current events so 
you can learn what no to do



MATCH MADE IN HEAVEN

COMPLIANCE SECURITY

Requirements 
involved in the 
protection of 
sensitive 
patient data

Policies, 
processes and 

technical controls 
ensuring the best 

possible 
protection of your 

patient’s data



WHAT IS HIPAA?



What does H-I-P-A-A 
stand for?



HEALTH INSURANCE PORTABILITY & 
ACCOUNTABILITY ACT

AUGUST
1996

HIPAA officially signed 
into Law 

OCR commits to 
HIPAA enforcement

Proactive audit 
enforcement starts

2016 2018

State Attorneys 
General start fining for 

HIPAA violations 

Amendment to 
HITECH Act, Safe 

Harbor Law

MARCH
2013

JANUARY
2021

May
2023

Telehealth waivers 
expired



WHO ENFORCES THIS LAW?



OCR DIVISIONS

Source: HHS-Announces-New-Divisions

Policy 
Division

Strategic Planning 
Division

Enforcement 
Division

HIP HIPDC 

https://www.hhs.gov/about/news/2023/02/27/hhs-announces-new-divisions-within-office-civil-rights-better-address-growing-need-enforcement-recent-years.html#:~:text=Today%2C%20the%20U.S.%20Department%20of,Division%2C%20and%20Strategic%20Planning%20Division.


 WHAT IS 
CYBERSECURITY?



CYBERSECURITY

● Cybersecurity involves the practice of protecting systems, networks, and data 
from digital threats, ensuring the confidentiality, integrity, and availability of 
sensitive information. 

● In the context of dentistry, it plays a crucial role in safeguarding patient 
records and maintaining the trust and privacy of individuals.



BRIEF HISTORY OF CYBERSECURITY

2012

Rise of IoT (Internet of 
Things) devices 
introduces new 
vulnerabilities.

CryptoLocker 
ransomware infects 
computers globally, 
demanding bitcoin 

payments

Rise of machine 
learning and AI for 

advanced threat 
detection.

2016

European Union 
introduces GDPR 

(General Data 
Protection Regulation) 

for data protection
 and privacy.

The U.S. 
Cybersecurity and 

Infrastructure Security 
Agency (CISA) is 

established.

2014 2020-2023

Increased emphasis 
on cybersecurity 

education and training 
to empower 

individuals and 
organizations against 

evolving threats.

2018 2020



Increased Cyber 
Attacks

Patient Right of 
Access Initiative

Introduction of 
New Legislation

HIPAA & Telehealth 
Waivers Expired

OCR Enforcement 
Efforts & New 

Director

YEAR IN REVIEW | HIPAA



Offers monetary 
rewards for info that 

leads to violation 
discovery

Provides protection to 
patients - they will be 

watching!

Protects employees from 
retaliation who report violations 
of various workplace safety and 

health laws

WHISTLEBLOWER PROTECTION ACT



Requires compliance 
with HIPAA Security 

Rule AND appropriate 
technical safeguards

Must be compliant for 12 
months prior to a breach to 

qualify

Encourages entities to 
meet basic security 

measures as 
cybersecurity threats rise Reduces fines, audit 

intensity and Corrective 
Action Plan measures

HIPAA SAFE HARBOR LAW
Reduced Penalties for Compliance



HIPAA INVESTIGATION 
TRIGGERS

Complaint | Breach | Proactive Audit



WHAT IS A 
DATA BREACH?



A breach is, generally, an impermissible use or disclosure under the Privacy Rule that compromises the 
security or privacy of the protected health information.  An impermissible use or disclosure of protected health 
information is presumed to be a breach unless the covered entity or business associate, as applicable, 
demonstrates that there is a low probability that the protected health information has been compromised 
based on a risk assessment of at least the following factors:

1. The nature and extent of the protected health information involved, including the types of identifiers and 
the likelihood of re-identification;

2. The unauthorized person who used the protected health information or to whom the disclosure was 
made;

3. Whether the protected health information was actually acquired or viewed; and
4. The extent to which the risk to the protected health information has been mitigated.

DEFINING A BREACH 

A breach occurs when private health information is 
mishandled, endangering its security and privacy. 

This is considered a breach unless the organization can 
demonstrate a very low probability of the information being 

at risk. 



MOST COMMON BREACHES

Source: https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/data/top-five-issues-investigated-cases-closed-corrective-action-calendar-year/index.html



TIMEFRAME TO REPORT

Source: https://www.hhs.gov/hipaa/for-professionals/breach-notification/index.html

Federal Time Frame for Individual Notice
and Submitting to OCR for 
breach over 500 Patients

60 Days

California Time Frame for Individual Notice 
and Submitting to Attorney General

 
10 Days



TYPES OF BREACHES

Hacking/IT 
Incident

Improper 
Disposal Loss

Theft
Unauthorized 
Access/
Disclosure

Other

Source: https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf;jsessionid=AEE8DD7C5B389EA4F866858E5CF9D8A2



COMMON TYPES OF
 CYBER THREATS

Malware

Source: https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf;jsessionid=AEE8DD7C5B389EA4F866858E5CF9D8A2

Social Engineering

Phishing

Ransomware



RANSOMWARE

● Ransomware is like a digital hostage situation for 
your computer. 

● Imagine someone sneaking into your computer 
and putting all your files into a locked, secret 
box. 

● They won't give you the key unless you pay them 
money, usually in a form of digital currency like 
Bitcoin. 

● Until you pay up, you can't access your important 
documents, photos, or anything else on your 
computer. 



SIMPLE STRATEGIES FOR PHISHING EMAILS

● Sender: Check the sender’s email address
● Links: Hover and check any links before 

clicking
● Attachments: Don’t open attachments from 

someone you don’t know or attachments 
that you weren’t expecting

● Message: Check the content of the message 
and keep an eye out for bad grammar or 
misspellings



HIPAA PENALTIES & 
COST OF CYBER EVENT



“OCR is sending a clear message to regulated entities that they 

must appropriately safeguard patients’ protected health 

information. We take complaints about potential HIPAA violations 

seriously, no matter how large or small the organization.”

OCR Director, Melanie Fontes Rainer



HIPAA PENALTIES
Monetary

Tier 1 - 
Compliant
Violation could not have 
been reasonably 
avoided.

Tier 2 - 
Compliant
Violation should have 
been corrected.

Tier 3 - Not 
Compliant
Made attempt to 
correct violation.

Tier 4 - Not 
Compliant
No attempt made to 
correct violation.

Max: 
$59,500

per violation

Max: 
$1,785,000

per violation

Max: 
$59,500

per violation

Max: 
$59,500

per violation



Tier 1 - 1 Year 
Max Jail Time
Reasonable cause or no 
knowledge of violation

Tier 2 - 5 Years 
Max Jail Time
Obtaining PHI under 
false pretenses

Tier 3 - 10 Years 
Max Jail Time
Obtaining PHI for 
personal gain or with 
malicious intent

HIPAA PENALTIES
Criminal



HIPAA FINES 
SO FAR

$14.4M

$60.7M

$68.7M

*From most up to date HHS data2008-2012 2013-2017 2018-2023

$143,887,440

TO DATE



Key Trend
● Downtime-related losses of 77 

billion. 
● Since 2016, there has been 539 

ransomware attacks targeting 
9,780 healthcare facilities. 

●  Potentially, more than 52 million 
patient records have been 
compromised due to ransomware 
attacks. 

RANSOMWARE ATTACKS



Strengthening your 
Cyber Posture

● Security Awareness Training
● Changing Passwords on a regular basis
● Working with a MSP (Dental Specific)
● Hardware Firewall
● Disaster Recovery Plan (Backups)



MYTHBUSTERS

Phishing emails are 
easy to detect 

Antivirus is enough to protect my 
practice from being 

compromised.



MYTHBUSTERS

We are a small practice so it’s 
okay for several employees to 
use the same login credentials

We’ve never had a breach so 
we must be secure!



MYTHBUSTERS

Human error accounts for 
most data breaches.



MYTHBUSTERS

My practice has never 
experienced a cyber breach, so 

our compliance and security 
must be strong

"I'm too small to be a target; 
hackers only go after big 

companies."



THE PATH TO 
COMPLIANCE



DOCUMENTED proof that there is a 
culture of compliance 

within your organization.
 

DEFINITION OF COMPLIANCE



HOW MOST PROVIDERS VIEW HIPAA

H    I    P   A   A
C OM PL I A N CE



HOW THE OCR VIEWS HIPAA



Physical | Technical | Administrative
● Responsibility of the practice

● First step in HIPAA Compliance

● Auditors will ask for Risk Analysis FIRST

● Compliance has not been achieved without a 

documented Risk Analysis

The Risk Analysis is a prerequisite for Quality 
Payment Program (MIPS) incentives.

SECURITY RISK ANALYSIS



SECURITY RISK ANALYSIS 
(FROM AN IT PERSPECTIVE)

 Limited IT Understanding
● Difficulty in conveying IT security importance due to staff's 

limited understanding IT concepts. 
 Budget Constraints

● Smaller practices face financial challenges in investing in 
comprehensive cybersecurity.

 Resistance to Change
● Staff reluctance in adapting to new technologies and 

workflow adjustments.
 Compliance Complexity

● Navigating HIPAA and other regulations adds to the 
intricacy of implementing security measures.



SECURITY RISK ANALYSIS 
(FROM AN IT PERSPECTIVE)

 Staff Training Challenges
● Time-intensive training and routine disruption lead to 

resistance in adopting security protocols.
 Legacy Systems Limitations

● Difficulty integrating modern cybersecurity solutions with 
outdated systems and software.

 Sensitive Data Handling
● Ensuring adherence to protocols for managing patient 

information poses continuous challenges.
 Emergency Preparedness

● Resistance to establishing and practicing incident 
response plans due to perceived low risk.

 



SRA MISCONCEPTIONS
The SRA is a one-time thing that 
you only need to complete once. 

My EHR takes care of 
privacy and security, so I 
don’t need to do an SRA.

I’m a small practice so I 
don’t need to conduct an 

SRA. 

I can use a simple 
templated checklist to 

complete my SRA. 
My IT company handles 

a full SRA.



“Neglecting to have a 
comprehensive, enterprise-wide risk 

analysis, is a recipe for failure.” 
- OCR Director



OUTSOURCING

● An outside resource such as your IT 
provider can be valuable for HIPAA 
compliance.

● It's essential for dentists to choose 
reputable and experienced 
professionals in healthcare compliance 
to ensure the security and privacy of 
patient information.

●  An outside source can ensure you are 
staying compliant instead of trying to 
reinvent the wheel. 



TWO PHASES TO COMPLIANCE

Security Rule Privacy Rule



Risk Mitigation
Reduce vulnerabilities found 

in the Risk Analysis

HIPAA Training
Staff must be trained at 
minimum once per year   

(Quiz recommended)

Policies & Procedures
ALL must be documented for 

the practice

Patient Authorization 
& Consent Forms 

All patients must sign before 
being treated

ONGOING COMPLIANCE | PRIVACY RULE



HIPAA Manual
Documentation related to 

HIPAA must be easily 
accessible

Business Associate 
Agreements

All Business Associates must 
sign BAAs to offset liability in 

case of breach

Updated Risk Analysis
The RA must be updated and 

contain an accurate portrayal of 
past, present and future compliance 

programs

ONGOING COMPLIANCE | PRIVACY RULE



● HIPAA requires you to have a BAA 
with everyone you are sharing your 
patients PHI with.

● Helps to ensure the companies you 
are working with will protect your 
patients data. 

BUSINESS ASSOCIATE AGREEMENTS



CULTURE OF COMPLIANCE



 

COMMON MISCONCEPTIONS

● Our PM/EHR Product is HIPAA Compliant

● We don’t discuss patients in front of others

● We get patients to sign authorization forms

● Our IT company makes us compliant

We’re too small or it’s never happened to me
● r staff gets HIPAA training

?
“We’re HIPAA Compliant Because…”

?
?
?
?



STORY TIME
Learning from other’s mistakes



Key Trend

● Ransomware attacked twice in two 
months

● The BlackCat Ransomware gang stole 
35 terabytes of sensitive data

● Failed negotiations led to a second 
attack

●  FBI links BlackCat to 60+ global 
breaches (Nov 2021 - Mar 2022)

HENRY SCHEIN DATA BREACH



dd

KEY TAKEAWAYS

If a company as big as Henry Schein, who could dedicate a large amount of 
resources to cyber security could be compromised, then any small/medium size 
businesses is at risk too!

1

2
 This highlights the significant impact of cyber attacks on organizations, 

particularly in the healthcare sector, where the compromise of sensitive data 
poses serious privacy and security concerns.



ASPEN DENTAL

● Scheduling and phone systems down
● Cannot accept new patients
● No comment on ransomware attack
● No comment on patient information being 

compromised

NO ORGANIZATION TOO BIG



FBI and Secret Service Involvement

● Server being held at ransom
● All patient information compromised 
● Not able to access any patient information 

NO PRACTICE TOO SMALL



Key trend 
● Record breaches from both covered entities 

and business associates
● Ongoing enforcement related to lack of HIPAA 

documentation when a breach occurs
● $200,000 fine for not terminating a former 

employee’s access and she maliciously stole 
data as a result

CYBERSECURITY



KEY TAKEAWAYS

Have basic technical safeguards in place1

2  Understand which employees have remote access to PHI

3  Have policies in place to properly offboard employees



Key trend 
● State Attorney’s across the country levied  

a $1.4 million fine toward business 
associate, software company Inmediata

● Protected Health Information of 1.5 million 
exposed. 10,000 Coloradans

● Vendors must have the same safeguards 
in place to protect PHI as a Cover Entity 
and now must undergo 5 years of 3rd 
party assessments

BUSINESS ASSOCIATE AGREEMENTS



KEY TAKEAWAYS

Get BAA’s signed BEFORE an incident & before working with BA1

2
 

Ensure vendors are using the proper safeguards for PHI



● Small businesses are at higher risk than large businesses
● 82% of ransomware attacks were targeted at companies with less than 

1000 employees
● 47% of businesses that have less than 50 employees don’t allocate any 

funds towards cybersecurity

“It won’t happen to me.”



FEDERAL & STATE 
AUDIT LETTERS



STATE AUDIT LETTER



OCR AUDIT LETTER



QUESTIONS TO CONSIDER

What methods do you use to 

protect our Data and 

environment?
1 How are data backups and disaster 

recovery handled?2
Do you offer Security 

Awareness Training?3 What is your response time for 

critical issues? 4


